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ABSTRACT

Traditional perimeter-focused security measures have limitations in a complex and diversifying IT
infrastructure environment. Traditional perimeter firewalls cannot effectively detect attackers who have crossed
the perimeter and entered the trust zone. While organizations take proactive steps to reduce the scope of
attacks, it is difficult to stop data leaks. Therefore, organizations need to enhance their ability to detect and
prevent lateral movement The proposed methodology is based on micro-segmentation to separate directories and
files into regions, organize directories and files into blocks, and then detect anomalies. The experiment utilized
real data from a virtualized environment and measured the time to detect file-encrypted ransomware by

executing the malware.
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Table 1. Micro-segmentation domain attribute

It Description
em

Value
L. Directory or Files
isDirectory J

y:directory, n:file

Micro-segment ID

(Root directory is ‘mslxxxx’,
‘ms2xxxx’, etc.)

ex) ms100009

Micro-segment
ID(msid)

Parent MS ID Parent micro-segment ID

(pid) ex) ms100001

. Directory priority
Priority o) L 2.3

. Directory
Weight

e ex) 0.5, 03., 01,

Directory or File create
ex) 2020.6.15.

Create date

Directory or File modification
ex) 2021.3.4.

Modification date
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Table 2. Micro-segmentation domain algorithm

Call MDB (Folder_List)
Function MDA (Folder_List)
for j=1 to Folder_List.count
if Folder_List.type==Folder
ArrayFolder_LIST=Folder_List.name
isDirectory=true
mda.msid=“ms_” + k + “_” + p
mda.pid=mda.pre_pid
mda.pre_pid=mda.msid
mda.cdate=date
mda.mdate=date
pt=1
Folder_List.nextltem
if k != folder_Cnt
k +=1
Call MDA (ArrayFolder_List)
Call MDB (ArrayFolder_List)
else
return mda, mdb

procedure Micro-segment Domain Attribute:
Folder_List=System
folder_Cnt=Folder_List.count
p=1, k=1
for i=1 to folder_Cnt
mda.msid=“ms_” + k + “_” + p
mda.pid=null
if Folder_List.name=="“folder”
isDirectory=true
if Folder_List.name=
mda.priority=value
else if Folder_List.name==
mda.weight=value
mda.cdate=date
mda.mdate=date
Folder_List.nextItem
mda.pre_pid=mda.msid

i)

=“system folder

“system file”
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Table 3. Micro-segment domain block

Call MDA (Folder_List)
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Description

Item
Value

Micro-segment Block ID
ex) mdb00009

Micro-segment
Block(mdb)

msid value of Micro-segment

Micro-segment domain attribute

ID(msid)
ex) ms100009
Encrypted file paths  with
File path changed file extensions
ex) C:\Windows\system32
. Encrypted file name
File name

ex) file name

Encrypted file extension

File extensions
ex) .cerber, .locky
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Table 4. Micro-segmentation domain block and Anomaly detection

procedure Micro-segment Group Block:
Function MDB (Folder_List)
for m=1 to Folder_List.count
if Folder_List.type != Folder
mdb.mdbid="“mdb_" + k + “_” + q
mdb.msid=Folder_List.msid
mdb.filepath=Folder_List.filepath
mdb.filename=Folder_List.filename
mdb.filename_extension=Folder_
List.filename_extension
if pre_mdb.filename_extension !=
mdb.filename_extension
q+=1
pre_mdb.filename_extension=
mdb.filename_extension

procedure Anomaly Behavior Detection Attribute:
> threshold
return Ransomware_detection

if event_value
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able 5. Anomaly behav10r detection attribute table

Description

Value

Item

msid value of
Micro-segment Micro-segmentation domain
ID(msid) attribute

ex) ms100009

Encrypted file paths with

File path changed file extensions
ex) C:\Windows\system32
. Encrypted file name
File name

ex) file name

Encrypted file extension

File extensions
ex) .cerber, .locky

File modification date

Modification date

ex) 2021.3.4.
Modification File modification time
time ex) 14:31:20

Modification File modification count

count ex) 1,2,3, ..., 10
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